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Executive summary

Artificial intelligence (Al) is advancing faster than any technology in modern history, and this
has major implications for Canada’s financial sector. Al is reshaping how financial institutions
operate, where they invest, and the broader economic and geopolitical environment in which
they compete.

Critical to this shift is the physical infrastructure that enables Al. Al systems depend heavily on
electricity, water, land, and specialized materials. Data centres are particularly energy-
intensive, and their rapid expansion is placing increasing strain on power grids in North America
and globally. In Canada, data centres could account for a significant share of electricity demand
within the next decade, raising concerns about grid reliability, energy price volatility, and
regulatory intervention.

While much of the focus has been on Al’s capabilities, its underlying infrastructure is emerging as a
critical constraint and source of risk. In Canada, recent industry discussions through the Financial
Industry Forum on Artificial Intelligence (FIFAI II) have highlighted that Al-driven risks are
increasingly systemic in nature—cutting across operational, market, and consumer domains

simultaneously and challenging traditional siloed risk management approaches.!

Against this backdrop, this paper explores three primary categories of Al-related risks facing

Canadian financial institutions. These include:

1. Operational risks that arise from the growing dependency of Canadian financial institutions
on Al systems and the physical infrastructure that supports this technology. These risks are
compounded by the extraordinary concentration of Al infrastructure among a small number of
American-owned cloud providers, and by the mounting strain that Al data centres are placing
on electrical grids and the impact a disruption in these energy supplies could have for Al
operations.

2. Investment risks that arise from the exposure of Canadian financial institutions to both Al-
concentrated markets and to the physical resource constraints that may limit Al’'s growth
trajectory. Currently, the global Al investment landscape is defined by two features. The first is
an extraordinary level of capital expenditure, and the second is significant market
concentration in a small number of mega-cap technology firms such as the so-called
“Magnificent Seven,” which collectively account for over 30% of the S&P 500. Investment
portfolios of Canadian financial institutions carry correspondingly high exposure to Al and the
broader technology sector, through both direct holdings and passive index strategies. This
portfolio concentration creates a vulnerability to correlated losses in the event of an Al



downturn. Underpinning these financial risks are physical resource constraints on Al
infrastructure, particularly around energy and water, that may limit the growth trajectory
currently embedded in Al valuations.

3. Downstream risks are the second- and third-order effects of Al's proliferation across the
economy, society, and the world’s geopolitical order. These are the least visible and potentially
most consequential dimensions of Al risk for Canadian financial institutions, and they are the
risks for which institutions are least prepared. A defining feature of downstream risks is their
ability to interact and amplify one another. For example, resource constraints affecting

data centres could trigger regulatory action, shift market sentiment, and lead to asset
revaluations, all while disrupting operational systems. Similarly, geopolitical shocks could
simultaneously affect supply chains, market valuations, and regulatory environments. These
interconnected risks challenge traditional risk management approaches that treat risks as
isolated and independent.

In this context, managing Al-related risk is not solely an operational challenge; it is a strategic
imperative. Institutions that develop a comprehensive understanding of Al’s investment and
downstream risks, particularly those linked to infrastructure and resource constraints, will be
better equipped to sustain resilience and capture long-term value in an increasingly Al-driven
economy.



Introduction

Artificial intelligence (Al) is advancing faster than any technology in modern history. The scope
and rapid pace of change from Al is unprecedented, as is the growth in users, which has
surpassed the pace of the Internet’s adoption.?

The financial industry is at the forefront of this change. Al is reshaping how financial institutions
operate, where they invest, and the broader economic and geopolitical environment in which
they function. This presents both significant opportunities and new risks.

For Canadian financial institutions, Al risks can be thought of in terms of operational risks,
arising from growing institutional dependency on Al systems and the physical infrastructure
that supports them; investment risks, arising from concentrated financial exposure to Al-driven
markets and the physical resource constraints that may limit their growth; and downstream
risks, arising from the second- and third-order effects of Al’s proliferation across the economy,
society, and the geopolitical order.

This paper examines these Al risks. At the operational level, the discussion covers risks arising
from Al agents, the concentration of cloud infrastructure, and mounting pressure on energy
grids. The investment level addresses market concentration, the unprecedented scale of Al
capital expenditure, the possibility of a speculative bubble, and the physical resource
constraints facing data centres, and how these may impact valuations of Al firms. At the
downstream level, the paper considers regulatory and political risk, geopolitical disruption,
systemic risks from Al agents, labour displacement, disinformation, and Al safety concerns. It
also explores how risks at each level interact with and amplify one another.

Throughout, the paper also points to considerations relevant to assessing and managing these
risks, such as risk interaction analysis, scenario planning, and stress testing of Al-linked
exposures.

Given the rapid pace of Al development, the risk landscape will continue to evolve quickly.
Accordingly, this paper does not attempt to predict precisely how Al will transform the financial
sector—no one can do so with confidence. Instead, it argues that institutions that invest now in
the necessary analytical capabilities, governance structures, and monitoring systems for
integrated Al risk assessment will be far better positioned to navigate future challenges than
those that wait for risks to materialize before acting.



Background on Al

Artificial intelligence (Al) is a branch of computer science that enables machines and computer
systems to perform tasks that typically require human intelligence, such as reasoning, problem-
solving, or perception. Powered by algorithms, machine learning, and deep learning, Al
technologies analyze large amounts of data to identify patterns, make predictions, and act
autonomously.

Generative Al (Gen Al) is a type of Al that creates new, original content (such as text, images,
code, music, and videos) by learning patterns from existing data. As IBM writes, “Al has been a
hot technology topic for the past decade, but generative Al, and specifically the arrival of
ChatGPT in 2022, has thrust Al into worldwide headlines and launched an unprecedented surge
of Al innovation and adoption.”?

The capabilities of Al systems have advanced significantly in recent years, and Al performance
across a wide range of benchmarks continues to improve.* Al models are being trained to break
down problems and use step-by-step “reasoning,” and this is improving Al performance.> Most
notably, over the past year, Al systems have made significant improvements in math, science,
and software engineering.® Al tools are becoming especially commonplace in software
development, with over 65% of developers reporting they use Al tools at least weekly.’

At present, both globally and in Canada, many organizations are using Al to improve processes,
analyze data, and enhance customer experience.® Al has the potential to transform multiple
aspects of business, society, and financial markets, but it also carries with it significant risks that
remain poorly understood.®

Financial services are one of the sectors most suited to Al adoption, and, as Al develops and its
capabilities improve, the technology is rapidly reshaping the sector’s strategic landscape.
Currently, financial institutions are exploring a range of Al use cases to increase efficiency,
reduce risk, and manage fraud.!® Showing the scope of the potential impact of Al, according to
new research from Toronto Metropolitan University, 98% of Canada’s approximately 800,000
financial sector workers are in occupations that are highly exposed to Al technologies.*!

One particularly relevant development for the financial sector is the emergence of Al agents:
autonomous systems that can plan, execute, and adapt multi-step tasks with minimal human
oversight.*2 Major technology companies and Al laboratories are now deploying agents that can
navigate complex workflows, interact with external systems, and make decisions in real time. Al
agents are rapidly gaining traction across a wide range of business use cases, and the Al agent
market is forecast to grow substantially in the coming years.? Globally, financial institutions are
deploying Al agents across a wide range of use cases.



Data centres are foundational to the development and use of Al technology. Data centres are
facilities housing the technological infrastructure required to build and run both Al and non-Al
digital applications.!® Data centre facilities may provide Al or other digital infrastructure to
multiple clients, or they can be operated on behalf of a specific firm.

As Al grows, the demand for computing power, commonly called “compute,” has also grown.
This has led to the rise of specialized Al data centres, high-performance facilities designed
specifically to train, deploy, and run Al models.® Unlike traditional data centres, which could be
used for both Al and general-purpose computing, these dedicated “Al factories” leverage
specialized hardware to process the vast datasets required for the training and operation of Al
models and machine learning.’

Demand for data centres is primarily measured in megawatts (MW) or gigawatts (GW) of power
consumption, which reflects the total electrical capacity available to power the servers hosted
by the data centre.'® The largest data centres, frequently used for Al and other compute-
intensive applications, are called “hyperscale” data centres: massive facilities containing over
5,000 servers inside a large physical footprint and drawing over 100MW of electricity.'® Meta
plans to open a 1GW Al data centre in Ohio, which should come online by the end of 2026, and
the company has also announced a future 5GW Al data centre will be constructed in
Louisiana.?® For comparison, 1GW of electricity would power roughly 750,000 homes.??

Al data centres require significant amounts of electrical power and water, and as demand for
data centres expands, this will need to be managed.?? For example, global data centre
electricity demand is forecast to more than double in coming years, from 82 GW in 2025 to 219
GW in 2030, with the majority of this increase coming from the growth of Al.?3 Hyperscale data
centres specifically will be a significant component of this growth.?* In many geographies, data
centre construction is facing political opposition from local communities, often because of
these resource demands.?

Economically, the overall impact of Al remains uncertain, and economists and investment
strategists are still debating how Al will affect global productivity, growth, and the labour
market.?® Despite the progress with Al’s capabilities, the technology still has some distance to
cover before it is widespread in the workplace; as one recent report noted, Al “success rates on
more realistic workplace tasks remain low, highlighting a gap between benchmark performance
and real-world effectiveness.”?’

Thus, as recently highlighted by the Washington Post, as Al starts “to reshape the economy,
[the impact] may be challenging to detect and clearly measure. That may leave political and
corporate leaders to choose the numbers that fit their preferred narratives on how Al is



changing... life and work.”?® But even the more conservative estimates predict Al technology
will have a “nontrivial” impact on the economy of the future.?

However, in addition to its potential for unlocking significant economic opportunities in the
years ahead, Al will also bring a set of novel risks. Therefore, while seeking to capture value

from Al, Canadian financial services firms will need to develop new ways to manage Al-related
risks.



Al-System Related Risks for Financial Institutions

1. Operational risks

Across Canada’s financial services sector, Al has rapidly transitioned from experimental use to
deep operational integration. While these tools promise significant benefits, a growing

dependency on Al, and the physical infrastructure that supports it, is also a source of systemic
stress in the financial system. As Peter Routledge, the Superintendent of Financial Institutions,

has noted, “Al is a transformative force—both awe-inspiring and potentially perilous.”3°

To mitigate risks from Al, starting in May 2027, federally regulated Canadian financial
institutions will need to follow the Office of the Superintendent of Financial Institutions (OSFI)
Guideline E-23 on Model Risk Management.

Guideline E-23 states that financial institutions should be “cognizant of how the use of [Al]
models in their business can impact their risk profile and should have effective risk
management practices to mitigate the risks. Model risk management should be conducted with
integrity, at all times, particularly in a world where newer use cases, including those powered
by Al, play a greater role in day-to-day operations.”3! Al-related operational risks are also
covered in the existing OSFI E-21 Guideline on Operational Risk and Resilience, which includes
technology, cyber, and data risk management.3?

To manage and mitigate Al-related risks to their operations, Canadian financial institutions will
need to develop policies and procedures that fit within and complement their broader risk
governance frameworks.3? Below, some of the main types of operational risks arising from Al
are explored in greater detail.

Al use and dependency across financial institution operations

Globally, the adoption of Al tools and Al agents by large corporations continues to accelerate.
This trend is also occurring in the Canadian financial services sector, where Al is now embedded
across the major operational domains of Canadian financial institutions. This increasing use of
Al is driven by more reliable and secure Al models, productivity gains seen by early adopters,
and increasing client expectations for digital and personalized services.3* Indeed, according to a
survey by KPMG, over 90% of Canadian financial services leaders now say they view generative

I"

Al as “critical” to competitive advantage.®®

Within Canadian financial services, Al is being used across multiple domains. In capital markets,
Al is being used to analyze data and conduct investment research, while algorithmic and high-
frequency trading systems are increasingly relying on machine learning models for signal
generation, execution optimization, and risk management.3® In retail and commercial banking,
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Al drives credit scoring, loan origination, and collections optimization.3’ Insurance companies
are deploying Al for actuarial modelling, claims processing, and fraud detection.3® And, across
all sectors of the Canadian financial services industry, Al powers automated client engagement,
customer service chatbots, anti-money-laundering surveillance, and regulatory reporting
systems.

While Al delivers substantial benefits, widespread adoption of, and dependency on, the
technology by financial institutions also creates heightened operational risks. As OSFI noted in a
recent report, “Financial institutions are now using Al for more critical use cases, such as
pricing, underwriting, claims management, trading, investment decisions, and credit
adjudication. The use of Al may amplify risks around data governance, modelling, operations,
and cybersecurity. Third-party risks increase as external vendors are relied upon to provide Al
solutions. There are also new legal and reputational risks from the consumer impacts of using
this technology that may affect financial institutions without appropriate safeguards and

accountability.”3®

Furthermore, as financial institutions become more dependent on Al, this dependency itself will
become a source of systemic stress. For example, a significant disruption to Al systems,
whether caused by software failure, a cyberattack, a cloud infrastructure outage, or a
regulatory intervention, could simultaneously affect multiple business lines within a single
financial institution and multiple institutions across the sector. This common exposure is a
hallmark of systemic risk.*°

The fact that both the capabilities of Al technology, and the use of this technology by financial
institutions, are growing faster than regulation and risk management practices is a concern for
OSFI1.*! This prompted OSFI to collaborate with the Global Risk Institute (GRI) to convene a
group of stakeholders from across the Al sector to create the Financial Industry Forum on
Artificial Intelligence (FIFAI).#2 In 2023, FIFAI discussions led to the development of the “EDGE”
(Explainability, Data, Governance, and Ethics) principles to guide risk management approaches
for Al technologies.*?

Building on this foundation, GRI and OSFI extended their FIFAl work to new partners spanning
multiple workshops held throughout 2025 to deepen understanding of how Al technologies are
reshaping opportunities and risks. In the spring of 2026, this work introduced the “AGILE”
framework (Awareness, Guardrails, Innovation, Learning, and Ecosystem Resilience).** This
work highlights how the rapid scaling of Al is creating new operational dependencies,
concentration risks, and systemic vulnerabilities—reinforcing the need for coordinated,
ecosystem-level resilience.



Operational risks from Al agents

As mentioned above, Al agents are rapidly gaining traction across a wide range of business use
cases, and the Al agent market is forecast to grow substantially in the coming years.*® Financial
institutions are beginning to integrate Al agents into trading operations, compliance
monitoring, and customer-facing services, and are reporting a positive return on these
investments.%®

The capabilities of Al agents are powerful, but these tools also introduce new and, in some
cases, poorly understood risks. Al agents that make decisions without human oversight can
negatively impact risk management by propagating errors, interacting with other automated
systems in unanticipated ways, pursuing hidden objectives, and generating outcomes that are
difficult to audit or reverse.*” According to one study, 80% of companies report that their Al
agents have taken unintended actions.*® This adds complexity of risk management for firms
using these agents in their operations.

Al agents also present cybersecurity risks. As a recent report from McKinsey & Company noted,
“in cybersecurity terms, you might think of Al agents as ‘digital insiders’—entities that operate
within systems with varying levels of privilege and authority. Just like their human counterparts,
these digital insiders can cause harm unintentionally, through poor alignment, or deliberately if
they become compromised.”#° Al agents can access unauthorized data or be “tricked” into
revealing access credentials.>® As a recent high-profile example, in March 2026, an Al agent
used at Meta caused a large leak of sensitive user data.>!

Al agents can also be used by hackers to mount more sophisticated cyberattacks. For example,
in late February 2026, cybersecurity researchers were able to use an Al agent to hack into
McKinsey & Company’s own in-house Al platform, gaining access to 46.5 million chat messages
and almost 750,000 files.>? The CEO of Codewall, the firm that conducted the test, warned that
“we used a specific Al research agent to autonomously select the target... Hackers will be using
the same technology and strategies to attack indiscriminately.”>3

As firms become increasingly dependent on Al agents, the potential for cascading operational
failures will also grow. This makes robust risk management critical.

Cybersecurity risks
As Al’s capabilities grow, the technology will pose greater cybersecurity risks. The case of

Anthropic’s new Claude “Mythos” Al model provides a compelling illustration of these risks.

In April 2026, Anthropic announced that its new general-purpose model, named Mythos, had
discovered thousands of cybersecurity vulnerabilities across every major operating system.>*
The company described Mythos as a “cybersecurity reckoning” and stated that it would delay
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the public release of the model, deeming it too powerful for unrestricted access.>> Highlighting
the gravity of this risk for financial services firms, U.S. Treasury Secretary Scott Bessent and
Federal Reserve Chair Jerome Powell held an urgent meeting with bank CEOs in early April
2026. The goal was to ensure that banks were aware of the potential dangers posed by Mythos
and similar Al models—and to confirm that they were taking appropriate precautions to defend
their systems.>®

These cybersecurity risks will increase as Al continues to improve. As one prominent
cybersecurity business leader recently wrote, “These are not incremental improvements.
Imagine a horde of agents methodically cataloging every weakness in your technology
infrastructure, constantly. Over the next six months, the barrier to entry for sophisticated
attacks will continue to diminish. A hacker’s dream weapon will be available to anyone with a
credit card and compute. What makes this moment different is not just capability. It is the
asymmetry, and for now, it favors the attacker. A single bad actor will now be able to run
campaigns that once required entire teams.”>’

Cloud infrastructure concentration

Beyond the Al tools themselves, the infrastructure that powers Al also presents operational
risks for Canadian financial institutions. The reliance on cloud infrastructure is one example.

Cloud infrastructure comprises the “building blocks” that support cloud computing services,
including Al tools.”® Al systems deployed in the cloud rely on this infrastructure to store data,
train models, and deliver services over the internet.>® The majority of Al systems are hosted in
“hyperscale” data centres, which are “large-scale data centers that provide a wide range of
cloud computing and data solutions for businesses that need vast digital infrastructure,
processing, and storage.”® As Al grows, hyperscale data centres are estimated to capture about
70% of the forecast capacity in the U.S. data centre market.®!

Currently, the Al systems used by Canadian financial institutions are overwhelmingly hosted on
cloud infrastructure provided by a small number of American-owned hyperscalers, including
Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP), who
collectively control approximately two-thirds of the global cloud infrastructure market.®? These
firms provide the majority of the world’s cloud services, including in Canada.®3

This concentration of cloud infrastructure providers creates a critical vulnerability, as Canadian
financial institutions have limited practical alternatives for the scale of compute required to run
advanced Al workloads. This vulnerability aligns with the FIFAI Il report’s findings that “growing
dependence on a small number of Al providers and opaque Al supply-chain dependencies
heighten systemic fragility,” pointing to structural concentration risk in the Al ecosystem.%* And
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a prolonged outage at a single hyperscale provider could simultaneously disrupt the operations
of multiple major Canadian financial institutions.®®

Additionally, given that these hyperscalers are American-owned, and are thus subject to U.S.
law, Canadian firms that use their services are vulnerable to geopolitical tensions that may arise
in the future and may face increasing concerns about data sovereignty.®® As a recent report
from the University of Toronto’s Munk School noted, “U.S.-based technology giants have
become central instruments of American geopolitical power.... As their technologies become
global standards, they bring American law with them, allowing the United States to hardcode its
technical choices into geopolitical leverage.”®” To mitigate risks from this dependency on
foreign cloud infrastructure, the Canadian federal government is planning to build a “Canadian
Sovereign Cloud.”®®

However, even a sovereign Canadian cloud would face issues with data centre concentration
that could be a risk for Canadian financial institutions. As the FIFAI Il report highlighted, “Data
that is inconsistent or incomplete, and fragmented across platforms (including those of third
parties and offshore storage) can lead to increased data sovereignty concerns, privacy risks for
consumers, and challenges for regulatory oversight.”®® And while financial institutions do
maintain business continuity plans, the depth of Al integration into core operations means that
cloud infrastructure failures increasingly threaten functions that cannot be easily performed
through manual fallback procedures.

Grid stress and backup power limitations

The energy needed for the physical infrastructure that supports Al operations, including data
centres, power grids, and cooling systems, constitutes another layer of operational risk.

Al data centres are extremely energy-intensive, requiring continuous and dense electrical
power. As a report from McKinsey & Company noted, “all data centers consume significant
amounts of energy, but Al-ready ones are especially demanding because of their high average
power densities—the energy consumption of servers in the racks. Average power densities
have more than doubled in just two years, to 17 kilowatts (kW) per rack, from eight kW, and are

expected to rise to as high as 30 kW by 2027 as Al workloads increase.””°

As Al growth drives the expansion of data centres, energy demand from these facilities is
increasing significantly. For example, total data centre energy requirements in the U.S. are
forecast to be between 325 and 580 terawatt-hours by 2028, representing as much as 12% of
total U.S. electricity consumption.’? Similarly, in Canada, by 2030, data centres could account
for 14% of total electricity consumption.”? And, according to a paper by the law firm Osler, “in
some provinces, the amount of power requested by data centre developers alone exceeds the
total amount of power otherwise required by the entire province.””3
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This is placing unprecedented burdens on electrical grids. In some jurisdictions, grid capacity is
struggling to keep pace with data centre energy demand, which may affect grid
reliability.”*Across North America, strain on electrical grids could be particularly acute during
severe weather events, and reliability issues (such as blackouts or brownouts) may arise.”>

Blackouts and brownouts are a risk for data centre operators. Backup power systems such as
diesel generators provide a limited buffer. These backups can sustain data centre operations for
hours, but not for the days or weeks that a major grid disruption could last. And while data
centre operators are expanding use of co-located energy resources, few data centre operators
have the expertise required to co-locate batteries or natural gas and solar electricity production
on the massive scale required for hyperscale data centres.”® Currently, some hyperscalers are
building their own natural gas plants to power data centres, but these plants are also
vulnerable to weather shocks that impact natural gas production.”’

Therefore, grid stress impacting data centres is a risk to operational continuity for Canadian
financial institutions using Al. This risk will increase as data centre energy demand grows in the
coming years, as discussed in the section “Data centre energy demand and grid stress.”
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2. Investment risks

Globally, financial institutions hold substantial investment exposure to the Al sector and its
supporting infrastructure.’® This exposure includes:

e Direct equity holdings in Al and semiconductor companies,

e Indirect positions through debt markets and supply-chain investments,

e Indirect exposure to a small number of mega-cap technology stocks that make up a
large concentration of the overall market,

e Physical asset exposures related to data centre real estate and energy infrastructure.

The investment risks embedded in these positions are amplified and compounded by several
factors: the extraordinary pace of capital expenditure flowing into Al infrastructure, physical
resource constraints that may limit the sector’s growth trajectory, and the possibility that
current Al valuations contain speculative excess that could unwind sharply.

This section provides a brief overview of these direct and indirect investment risks facing
Canadian financial institutions because of their exposure to the Al sector.

Direct and indirect Al investment exposure

The most visible dimension of Al investment exposure for Canadian financial institutions is
direct equity positions in Al-focused companies, including chipmakers, cloud providers, and Al
software firms. Additionally, Canadian financial institutions have significant positions in Al
infrastructure, such as semiconductor manufacturers and data centres.”® These positions have
generated substantial returns in recent years, driven by the rapid growth of Al adoption and the
increase in capital expenditure this has catalyzed.

Canadian financial institutions also have significant indirect exposure to Al. Canadian financial
institutions hold positions in corporate bonds, leveraged loans, and structured credit
instruments linked to data centre developers, energy companies supplying Al-related power
demand, and the broader Al technology supply chain. For example, in July 2025, one major
Canadian pension fund provided a $225 million loan for the construction of a hyperscale data
centre in Ontario.®

In the coming years, it is estimated that between three and five trillion U.S. dollars could be
spent to build Al infrastructure, and a significant amount of these funds will come from global
debt markets.?! According to a recent report from the Bank for International Settlements, “as
the need for Al-related investment grows, firms are increasingly turning to external sources of
financing. Debt financing, through corporate bonds, leasing arrangements or loans, allows
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investors to spread costs over time and align financing maturities with the long economic life of
data centre assets... A particularly fast-growing source of external financing is private credit.”8?

These debt instruments carry credit risk that is correlated with the overall trajectory of Al
investment and, ultimately, with the realization of the revenue growth embedded in current Al
valuations. This poses a risk should these valuations unwind, which is a concern for central
banks and financial regulators.®® As Bank of Canada Governor Tiff Macklem noted in a recent
speech at the Global Risk Institute (GRI), “Private credit is expected to be an important source
of the debt funding needed to grow Al infrastructure. The issue is not private credit itself. It’s
how private credit will behave under stress—and the risks it poses to the broader financial

system.”®*

Finally, Al comprises an “extreme” share of the total stock market.® This market concentration,
which is best exemplified by the so-called “Magnificent Seven” large mega-cap technology
companies, means that even investors passively exposed to broad indexes have significant
exposure to Al. This risk is explored further below.

Market concentration: The “Magnificent Seven”

The concentration of Al-related market capitalization in a small number of large American
technology companies presents a distinctive form of investment risk, with both direct and
indirect investment implications.

Collectively, Alphabet, Amazon, Apple, Tesla, Meta Platforms, Microsoft, and Nvidia are
commonly referred to as the “Magnificent Seven.” These seven high-performing, dominant,
and influential U.S. mega-cap technology companies have largely driven the stock market’s
growth in recent years, particularly during the current Al-led bull run.®” As of this writing, these
seven companies collectively account for over 30% of the value of the S&P 500’s total market
capitalization, a level of concentration not seen since the late 1990s.2 Canadian institutional
portfolios, whether through direct holdings or through passive index-tracking strategies, are
correspondingly concentrated in these firms.

This concentration creates a vulnerability to correlated losses. For example, in February 2026,
Nvidia’s shares fell after its earnings release, dragging down the broader index.8° In the future,
a downturn in Al-related sentiment (triggered by disappointing earnings, a technological
setback, a regulatory intervention, a shift in the macroeconomic environment, or some other
factor) could simultaneously depress the valuations of all major Al-linked equities. Because
these stocks dominate major indices, such a correction would propagate well beyond the
technology sector, affecting balanced portfolios, pension obligations, and the wealth effect
supporting consumer spending and credit quality.
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Al capital expenditure and crowding-out effects

The scale of capital investment flowing into Al infrastructure is historically extraordinary. As
RBC noted in a recent report, “The launch of ChatGPT in late 2022 unleashed one of the fastest
and largest capital expenditure (capex) cycles in decades... Capex among [big tech] firms has
more than doubled in the last two years, reaching $427 billion in 2025. Momentum shows few
signs of fading heading into 2026, with projections pointing to a further 30 percent year-over-
year increase to roughly $562 billion.”?°

Multiple forecasts suggest a continued acceleration in this Al-related capital expenditure. For
example, four of the biggest U.S. technology companies (Alphabet, Amazon, Meta, and
Microsoft) alone are planning to spend $650 billion on Al infrastructure in 2026.°% In one
striking example, Alphabet has said its capital expenditure could double in 2026.°2 This
investment is financing new data centres, advanced semiconductor fabrication, power
generation and grid infrastructure, and the extensive cooling systems that Al hardware
requires.

While this capital expenditure drives economic activity, it may constrain investment or
negatively affect the economic outlook in other sectors. For example, a recent analysis by
Bloomberg found that in the U.S., spending on factory construction was down 2.5% while
spending on data centre construction was up almost 18%. As Bloomberg wrote, “access to
capital, power and people is key to the success of any construction or manufacturing project—
and right now Al is gobbling up all three.”®3 This dynamic has led some to warn of “the
crowding-out effect of the Al boom and the tradeoffs it creates in other areas of the

economy.”%

Another example of this “crowding out” effect is the impact the data centre build-out is having
on the broader construction industry. Analysts note that rising demand from data centre
construction will create price pressure for copper, aluminum, and other materials.®® This, in
turn, is leading to increased costs, tighter margins, and longer lead times for the construction
industry.®® It may also have a negative impact on housing construction.®’

Capital markets have finite absorptive capacity. While the enormous sums flowing into Al
infrastructure reflect investors’ pursuit of higher expected returns, they also compete with
financing needs in housing, transportation, healthcare, clean energy, and other sectors. To the
extent that this scale of Al capital expenditure pushes up the overall cost of capital, intensifies
competition for critical inputs, or redirects investment away from other productive uses, it may
generate macroeconomic headwinds that indirectly affect the broader portfolios of Canadian
financial institutions.
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The Al bubble question

A major question facing global investors and asset owners is whether there is a market
“bubble” in the Al sector. A market bubble occurs when the price of assets rapidly climbs “to a
point where they far exceed their intrinsic value or their earnings. This price bubble, based on
speculation, can include all equities in a stock market or those from a specific sector. When the
bubble eventually bursts and prices start dropping, it can lead to panic selling and potentially a
stock market crash.”®® The possibility that current Al valuations embody the speculative excess
of a bubble warrants careful consideration.

Historically, there are parallels worth considering. The dot-com bubble of the late 1990s, the
nineteenth-century railroad bubbles in the U.S. and U.K., and the global telecom bubble of the
early 2000s all shared a common pattern: a genuinely transformative technology attracted
massive investment that outpaced the technology’s ability to generate returns within the
expected timeframe.®® In each case, the technology ultimately fulfilled much of its
transformative promise, but the intervening correction destroyed value and inflicted damage

on investors and financial institutions.1®

Currently, there is a major debate as to whether the current surge in Al investments constitutes
a bubble. Experts note the tension between high valuations and the actual and forecast
profitability of technology and Al firms. As one finance academic wrote, “earnings growth has
largely matched price increases for Al infrastructure leaders, but the market is pricing in
continued exceptional growth for years to come. Whether those expectations prove realistic or
represent overextrapolation will determine if current valuations are justified or become the
foundation of a correction.”1%!

Furthermore, the sustainability of Al capital expenditure at current levels depends on the
materialization of Al revenue growth that remains speculative and thus may not materialize. As
analysts at JP Morgan and other financial institutions have noted, the current “hyperbolic”
levels of capital expenditure on data centres and other Al infrastructure are being driven by the
expectation that demand for Al compute will continue to grow.%? Yet revenue models for many
Al applications remain unproven.1®® And concerns have been raised about how Al firms account

for semiconductor depreciation in their financial models.1%

Beyond the high levels of capital expenditure and uncertain revenue projections, concerns are
growing about the “increasing circularity of the Al ecosystem,” where companies invest in the
same partners who purchase their hardware, potentially creating an artificial feedback loop of
fictive demand.'®> As Bloomberg wrote, this “web of interlinked investments raises the risk of

cascading losses if Al falls short of its potential.”%
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A disorderly correction in Al valuations, caused by the “popping” of a potential Al bubble, could
have a major impact on financial markets. Direct equity losses would affect investors with
positions in the Al and broader technology sector, and debt instruments linked to Al
infrastructure would face credit deterioration. Given the heavy concentration of large
technology companies in major market indexes, the overall market would also face a significant
contraction. 0’

These effects could reverberate through market sentiment, triggering a broader risk-off
environment. This, in turn, would widen credit spreads and impair liquidity across markets well
beyond the technology sector—a chain reaction that has been called “a Multidimensional
Economic Disaster.”1% The contagion pathways would closely resemble those observed in prior
asset bubble corrections, amplified by the financial interconnectedness of contemporary
markets. This could destroy over USS30 trillion in value and cause a significant global

recession.1%®

To be sure, there is a credible counterargument: Al may represent a genuinely transformative
technology whose long-term economic value justifies elevated valuations. Unlike purely
speculative manias, the Al sector is anchored by measurable productivity gains, rapid enterprise
adoption, and substantial revenue growth among leading firms.° If Al delivers on even a
fraction of its projected potential, current valuations may prove not only defensible but
conservative.

However, as noted above, even technologies that ultimately reshape economies can experience
sharp interim corrections driven by sentiment shifts, earnings disappointments, or the
recognition that adoption timelines are longer than markets have priced in. In other words,
financial stability risks do not necessarily depend on whether Al proves truly transformative;
they depend on how markets behave along the way.

This underscores the importance of proactive risk management. Financial institutions should
begin preparing for the possibility of an Al-driven market correction. Key steps could include
rigorous stress testing of Al-linked credit exposure, especially loans and bonds financing data
centre buildouts, to identify vulnerabilities before they materialize.!'! Broadening portfolio
diversification, developing hedging strategies, and creating contingency plans would also help
mitigate the impact of a potential sharp Al-driven downturn. Importantly, none of these
measures require a firm view on whether Al is currently in bubble territory. They simply reflect
prudent preparation for turbulence on a path that, whatever its ultimate destination, is unlikely
to be smooth.
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Data centre energy demand and grid stress

The physical resource requirements of Al infrastructure constitute a material investment risk
that is frequently underappreciated. As discussed in the operational risks section above, the
data centres upon which Al depends require vast quantities of energy. This is because current
Al models consume significant energy for both training and inference.

Training is the iterative process of teaching an Al model to recognize patterns, make decisions,
or perform specific tasks by feeding it large datasets. This requires significant computing power
and is therefore extremely energy intensive. As an example, the International Energy Agency
(IEA) estimated that OpenAl’s GPT-4 model had “a training energy demand... equivalent to the
daily electricity consumption of around 28,500 households in advanced economies.” %2

Once an Al model is trained, it uses energy for inference. Inference is the “use phase” of an Al
model; every time a user employs an Al tool, such as asking Claude or ChatGPT a question,
producing the answer requires Al inference.''3 Because Al is widely used, it is inference, not
training, that comprises the majority of Al energy use; estimates are that as much as 90% of
computing power for Al is currently used for inference.'

Researchers are working on more energy-efficient Al systems, and studies show that small
changes to Al models can significantly reduce their energy consumption.!'> However, as Al
continues to be widely adopted across society, the energy demand from inference will increase.
For example, as one researcher estimated, “integrating ChatGPT into the 9 billion daily Google
searches could raise global electricity demand by approximately 10 terawatt-hours annually,
equivalent to about 1/60 of Canada’s total annual electricity consumption.”*® This could
potentially be equivalent to powering every home in the Greater Toronto Area for more than
two years, and this represents only the incremental cost of adding one Al application to one
search engine.

It is therefore extremely likely that Al will continue to consume significant amounts of energy in
the future. As an example, a recent report by the IEA estimated that global data centre
electricity consumption could more than double by 2030, to 945 TWh, with Al workloads
driving much of this increase.!” This forecast increase in energy demand for Al creates several
investment-related risks for Canadian financial institutions.

First, concentration of data centres in regions with limited grid capacity creates location-specific
risks of grid stress, power price volatility, and regulatory intervention. As noted in the
operational risks section above, if all the data centre projects currently planned in Canada
proceed, data centres would account for 14% of Canada’s total power needs by 2030. This
raises serious concerns about power availability and grid reliability in many jurisdictions.*®
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Growing Al energy demand is a global issue. In many parts of the world, demand from Al data
centres already exceeds (or is rapidly approaching) the available supply of electricity.''® This is
making the facilities unpopular among some sections of the public and is leading to political
ramifications. For example, currently in the U.S., a group of progressive federal lawmakers is

advocating a moratorium on data centre construction.?°

This political pushback against data centres has implications for investors. As a recent legal
paper notes, investors in data centres must “consider potential pushback from residents who
may challenge the development of data centres in their locality due to the potential for major
rate hikes to cover the surge in energy demand. These concerns have already become a reality
in the U.S., where the federal energy regulator refused an application from one of the world’s
largest cloud services providers to purchase power from a Pennsylvania nuclear power plant on
the grounds that it would raise customer rates and threaten the reliability of the local grid.”%!

Second, the cost of energy is a significant component of data centre operating expenses.
Electricity alone can comprise 20% to 30% of the total cost of operating a data centre.?2 And, in
many jurisdictions, the growth in demand from data centres may increase electricity prices.*?3
Therefore, sustained increases in electricity prices driven by Al-related demand growth could
erode the margins of data centre operators and, by extension, the valuations of data centre
investments and the creditworthiness of debt instruments linked to those assets.

Third, the strain that data centre demand places on electrical grids may create inflationary
pressures that extend beyond the technology sector. This could negatively affect other energy-
intensive industries, as well as electricity costs for both households and small businesses.'?* If
data centres lead to a significant increase in energy costs, this could compound macroeconomic
risks for the broader loan books of Canadian financial institutions.

Water consumption and cooling infrastructure

In addition to electricity, data centres also consume large amounts of water. For both training
and inference, Al models perform energy-intensive calculations that generate a significant
amount of heat. To keep the Al infrastructure cool, data centres rely on water for chillers,
cooling towers, and liquid cooling systems. This requires a significant amount of water. For
example, according to some estimates, ChatGPT uses 519 millilitres of water (roughly the
volume of a bottle of water) to draft a 100-word email.*?°> Currently, a large data centre can

consume as much as 5 million gallons of water per day.!?®

One factor driving this high consumption of water for cooling is that data centres currently have
a limited ability to reuse water. As one report noted, “during cooling, a portion of freshwater
evaporates while the remaining water turns into wastewater contaminated with dust,
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chemicals, and minerals, which reduces cooling efficiency if recirculated and often prevents
data centres from maximizing wastewater recycling.”*?” Public concerns about this
contamination of water supplies are one of the causes of the growing political backlash against

data centre construction.1%8

A further factor driving data centres’ growing demand for water is that some of the newer
semiconductors, designed specifically for Al, require more cooling.'?° Around the world, the so-
called “thermal density” of Al data centres is increasing as technology becomes more
advanced.3°

As Al use increases and more data centres are built, forecasts show the amount of water used
by data centres for cooling could increase by over 800% from 2025 levels in the coming
years.3! In the U.S. alone, one study estimates that the deployment of Al servers could have an
annual water footprint of 731 to 1,125 million cubic metres between 2024 and 2030.32
Another study estimates that global Al demand could account for over 6 billion cubic metres of

water withdrawal by 2027.133

Major hyperscalers such as Amazon, Microsoft, Google, and Meta have pledged to be “water
positive” by 2030.%3* And data centre operators are actively exploring new technologies to
reduce water consumption. This includes using “circular” systems that reuse water and the
development of innovative cooling methods that require less water.'3>

However, there are issues with many of these new technologies. As a recent report noted,
“some of these strategies involve tradeoffs that lower water use but increase energy demand,
which can result in higher greenhouse gas emissions, greater demand on the electric grid, and
negative impacts on local air quality. For instance, because they require more energy to run,
air-cooling systems are generally less efficient at cooling data centers than water-cooling
systems, resulting in higher energy use... and increased electricity costs.”*3¢

Data centre water use can place significant stress on local water systems in the communities
that host these facilities. For example, in 2021 in The Dalles, Oregon, Google data centres
consumed 355 million gallons of water, which was 29% of the city’s total water consumption.3’
In The Dalles and other communities, citizens have raised concerns about local water stress
from data centres.'3® Similar water use concerns have also been raised in Canada.'3? In
response, an increasing number of jurisdictions are exploring regulations to limit data centre
water consumption.14°

Further complicating matters, many data centres are being built in areas facing growing water
stress. Analysis by MSCI found “the rapid build-out of data centres to power Al and cloud
computing coincides with intensifying global water stress. Around one-quarter of today’s
facilities, and nearly one-third of those under construction, are in regions projected to face
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greater water scarcity by 2050. As climate change increases water stress, the industry’s ability
to cool efficiently and sustainably may become a critical factor in operational resilience and, in
turn, long-term investment performance.”%! As an example, in the U.S., the most common
locations for data centres are California, Virginia, and the Southwest, all regions where water
scarcity is already an issue.*?

Water scarcity events, whether driven by drought, competing agricultural and municipal
demands, or regulatory restrictions, pose direct risks to data centre operational continuity and,
consequently, to investment positions tied to these assets. For Canadian financial institutions
with exposure to data centre assets, this water risk may represent a physical constraint on the
growth trajectory that current valuations assume (indeed, water risk has been called “Al’s
hidden cost”).*® Water risk could also be a potential trigger for operational disruptions and
regulatory responses that could impair asset values.** Thus, a deep understanding of Al-related
water risks is crucial for prudent investment risk management by Canadian financial
institutions.
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3. Downstream risks from Al

The previous sections of this paper explored the operational and investment risks related to Al.
While significant, those risks represent the more familiar dimensions of Al-related risk and are
therefore the dimensions most likely to be captured by existing risk management frameworks
within Canadian financial institutions.

This section moves beyond these first-order exposures into the second- and third-order risks
from Al. These downstream risks are harder to anticipate, more difficult to quantify, and
therefore are potentially greater sources of unexpected shocks.

Downstream risks are, by their nature, systemic. They originate in the interaction between Al’s
rapid proliferation and the broader social, political, economic, and geopolitical systems within
which both Al and Canadian financial institutions operate. These risks are not confined to a
single business line or asset class; they propagate across systems and sectors in ways that defy
conventional risk categories.

Furthermore, these risks can interact and compound. For example, a geopolitical disruption to
semiconductor supply chains would not merely affect chip prices; it would simultaneously
threaten Al operational continuity, depress Al-linked equity valuations, provoke regulatory
responses, and could intensify the political dynamics surrounding data centre development. For
this reason, understanding these interactions and preparing for their cascading consequences
will be a central challenge for Al-related risk management in the years ahead.

Regulatory and political risks from data centres

As discussed above, data centres are increasingly becoming politically contentious. In many
jurisdictions, the rapid expansion of data centre development, driven by surging demand for Al
services, is generating growing public opposition. Communities are increasingly concerned
about air pollution, electricity costs, water use, visual intrusion, and infrastructural strain from
data centres.’® Concerns are also emerging about data centre noise pollution and air quality

impacts.14®

This is impacting data centre development projects. According to one study in the U.S., “S18
billion worth of data center projects were blocked, and another $46 billion of projects were
delayed over the last two years” due to “a growing wave of local, bipartisan opposition.” 4’
Another recent study found “at least $156 billion across 48 [data centre] projects with publicly
disclosed values was blocked or stalled amid coordinated local opposition in 2025.”148

Public opposition to data centres is increasingly translating into political action. Several
jurisdictions in the U.S. and Europe have imposed moratoriums on new data centre
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construction, and zoning delays, permitting challenges, and enhanced environmental review
requirements are becoming more common. These permit delays contributed to the
construction of new data centres in the U.S. falling in 2025, for the first time since 2020.%°

Political risks for data centres are likely to intensify, driven by rising energy and water
consumption that is sharpening public opposition.**° And, as a recent Brookings report noted,
“Local opposition is likely to soon become the leading constraint on data centre siting and
approvals.”>!

This challenge is compounded by the fact that, beyond the construction phase, data centres
generate relatively few permanent jobs in host communities.*®> Many communities, especially
in rural areas, therefore feel like they get few significant benefits in return for the costs data
centres impose.'*® As data centres become more politically contentious, politicians responsive
to constituent concerns will likely enact increasingly stringent regulations. As the New York
Times reported in March 2026, in many communities public “opposition ‘hardened’ into
legislative hurdles... narrowing the options for data center developers looking for sites.”*>*

In an effort to address public concerns about energy use, and thus mitigate these political risks,
the large technology firms that operate hyperscale data centres have made pledges to fund the
electricity costs or to develop alternative energy sources.'> For example, in the U.S., Amazon,
Google, Meta, Microsoft, OpenAl, Oracle, and X (formerly Twitter) have all signed the Trump
Administration’s “Ratepayer Protection Pledge,” a voluntary commitment to “protect American
consumers from price hikes due to data centre energy and infrastructure requirements.”*>®
However, as CNBC reported, “experts have questioned the legitimacy of such commitments,
given that hyperscalers have struggled to turn profits.” >’

The political dynamics around data centres carry direct implications for Canadian financial
institutions. Data centre moratoriums and regulatory restrictions could affect the revenue
projections embedded in data centre real estate investment valuations and in the debt
instruments that finance data centre construction. Permitting delays will increase development
costs and timelines, eroding expected returns. And if data centres become even more
controversial with the public, this could create reputational risks for the financial institutions
that are publicly associated with financing or owning such projects.

Shifting Al governance and regulatory frameworks

Changing Al governance and regulation also poses risks for Canadian financial institutions. Al
governance refers to the internal rules, policies, and ethical guidelines organizations use to
develop and deploy Al responsibly.*>® Many businesses and other organizations have developed
their own internal Al governance frameworks.'> Al regulations, by contrast, are externally
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mandated rules — typically in the form of laws and enforceable standards — that govern how
Al may be used. Canada, the EU, and the U.S. all have different regulatory approaches to Al,

which regulate the use of Al in those jurisdictions.®?

Around the world, governance and regulation of Al are evolving unevenly. There is no globally
agreed set of Al standards, and the global regulatory landscape has therefore been described as
“fragmented.”*! Further complicating efforts to regulate Al is the rapid speed at which the
technology is developing. As a report from Brookings noted, when it comes to Al regulation, the
“challenge becomes how to protect the public interest in a race that promises to be the fastest
ever run yet.”1%2 Firms developing, investing in, and using Al systems thus face a complex and
shifting global regulatory landscape.

When it comes to regulating Al, the EU’s Al Act is the most comprehensive framework to
date.®3 The approach taken by the EU differs from the approaches emerging in the U.S., the
U.K., China, and elsewhere.®* The EU’s regulations are controversial for a number of reasons,
but may be valuable as an indicator of how global Al regulation evolves.%>

Currently, Canada does not have Al regulation at the federal level, and no province has its own
Al laws that apply to the private sector.'®® Canadian federal Al regulations had been included in
the proposed “Artificial Intelligence and Data Act,” which was part of Bill C-27, but as one
researcher highlighted in a recent paper, this bill “died when Parliament was dissolved... for the
April [2025] election. It has not been reintroduced, leaving Canada lagging other countries”

with regard to Al regulation.®’

The regulatory vacuum in Canada imposes risks on financial institutions that use Al. As the law
firm Dentons wrote in a recent note on this topic, “Canada’s Al regulatory landscape for
financial institutions is still taking shape. Without an overarching federal statute, the financial
services industry must navigate a patchwork of guidance and regulation from privacy and
securities regulators. As organizations move from pilot projects to deploying Al in real-world
operations, they also face heightened exposure to securities litigation and privacy class

actions.”168

Going forward, as Al regulations evolve, several important issues are likely to emerge for
Canadian financial institutions. For example, some experts argue that controlling access to
compute power will be one of the most effective ways to regulate Al.1%° As a result, future
governance regimes may impose restrictions on the concentration and use of computing
resources for training and deploying Al systems. These measures could directly constrain the Al
infrastructure and capabilities available to financial institutions.

Additionally, changing privacy and data regulations, including evolving interpretations of
consent requirements and cross-border data transfer restrictions, may affect both the datasets
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on which financial Al systems are trained and the jurisdictions in which they can operate.
Experts have already identified access to “data supply chains” as an area where Canada has
regulatory gaps.'’° Model governance requirements, such as OSFI’s Guideline E-23 on Model
Risk Management (discussed in the operational risks section above), could also impose
compliance costs that will increase as Al systems become more sophisticated and autonomous.
While strong privacy and data protection are essential safeguards for individuals and public
trust, the uneven pace of regulatory change and differing approaches across jurisdictions can
create compliance uncertainty and operational constraints for institutions.

To manage these risks, financial institutions will need to invest in governance infrastructure,
compliance personnel, and audit capabilities specifically designed for Al systems. Moreover, the
risk of regulatory surprises, such as abrupt changes in governance requirements driven by high-
profile failures with Al systems or Al infrastructure, or by political shifts hostile to Al, introduces
uncertainty that is difficult to hedge. These risks are especially acute for financial institutions
that operate across multiple jurisdictions.

Geopolitical risks

The Al sector is exposed to significant geopolitical risk, and these risks will increase as Al
technology becomes more widespread. According to a recent report from the Munk School at
the University of Toronto, Al “has become an increasingly dominant factor in geopolitical rivalry
and great power competition... Al has the potential to impact national security across every
domain: cybersecurity capabilities, cutting-edge research and development, economic
productivity, and the ability to design the most sophisticated defence systems. As Al becomes
increasingly powerful, control over the technology stack that enables it becomes inseparable
from national power itself.”17!

Given the number of domains that Al may transform, the intersection of geopolitics and Al is a
vast and extremely complex topic. As a former U.S. National Security Advisor noted,
“geopolitics in the age of Al will not be simple.”'’> What is clear is that this intersection will
have major implications for both governments and businesses; as a report from Goldman Sachs
noted, Al will “influence the course of markets and alter the balance of power among nations...

In this swiftly evolving arena, corporate and political leaders alike are ...navigating new risks.”73

Given the complexity of this topic, scenario planning may be helpful. For example, in a recent
article, experts laid out multiple possible future states for how Al and geopolitics could evolve
in the years ahead and argued that for each of these, governments “should have a ready-to-
execute plan that can be adapted as conditions shift. That requires institutions to think
probabilistically.”*”* Firms should similarly apply scenario planning to prepare for possible
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geopolitical risks from Al, given the high degree of uncertainty as to how the technology may
evolve and influence geopolitics.

There are several case studies that illustrate how Al and geopolitics may intersect in ways that
could cause systemic risks for Canadian financial institutions. These are: (1) shocks to the Al
infrastructure supply chain, especially around semiconductors manufactured in Taiwan; (2) the
geopolitical rivalry between the U.S. and China; and (3) attacks on data centres arising from
military conflicts.

Currently, the global Al ecosystem depends on a semiconductor supply chain that is
extraordinarily concentrated in Taiwan.'’> In 2025, Taiwan Semiconductor Manufacturing
Company (TSMC) fabricated 70% of the world’s semiconductors.’® Within the broader
semiconductor space, TSMC “dominates” the global market for the advanced semiconductors
used for Al, manufacturing these specialized “chips” for clients such as Nvidia, Intel, Broadcom,
and AMD.”7

This concentration means the global semiconductor industry, and the Al firms that rely on those
semiconductors, are exposed to geopolitical risk arising from potential Chinese aggression
against Taiwan.'’® A military confrontation in the Taiwan Strait, a naval blockade, or even a
significant escalation in cross-strait tensions could disrupt the global supply of the advanced
semiconductors used for Al, crippling the technology industry and causing what U.S. Treasury
Secretary Scott Bessent has called an “economic apocalypse.”'’® Estimates are that this would
cost the global economy anywhere from $2 to $10 trillion, depending on the scale of the

military action.®

For Canadian financial institutions, a global semiconductor supply disruption stemming from a
conflict over Taiwan would have immediate operational and investment implications.
Operationally, it would constrain the expansion and maintenance of the Al infrastructure on
which financial institutions increasingly depend. In investment portfolios, a Taiwan shock would
trigger severe corrections across Al-linked equities, semiconductor holdings, and the broader
technology sector, with contagion effects spreading across the wider market.

Beyond Taiwan, the global Al supply chain has other vulnerabilities to geopolitical shocks. For
example, helium gas is essential for the fabrication of the advanced semiconductors required
for Al.181 As Al becomes more widespread, the need for this gas will increase; currently, experts
forecast Al will drive a 5.5x increase in helium demand for semiconductor manufacturing by
2035.182 Qatar currently produces over one-third of the world’s helium supply, and military
conflicts in the Middle East that disrupt this supply pose a major risk to global semiconductor
manufacturing.8

27



The geopolitical rivalry between the U.S. and China is another area where geopolitics could
affect the global Al space. Currently, the U.S. and China are in a tight race for Al supremacy.8
In the past few years, this has generated export controls, investment restrictions, and
technology transfer prohibitions.'8> These measures create compliance risks for Canadian
financial institutions that hold cross-border positions in Al-related assets, and they introduce
policy uncertainty that complicates investment strategy and risk assessment. If the Al
competition between the U.S. and China intensifies, it could accelerate the trend toward
national security-driven industrial policies, forced technology localization, and the
fragmentation of the global technology ecosystem, all of which could carry additional
implications for the Canadian financial sector.

Another area where geopolitics could create Al-related risks for Canadian financial institutions
is the potential for military conflicts to damage data centres and other Al infrastructure. For
example, in early March 2026, Iranian drone strikes targeted data centres in the United Arab
Emirates.'® This led to disruptions in banking, payments, and enterprise software in the
region.'®® As one report highlighted, “this was the first time that Big Tech data centers have
been directly targeted by military strikes, and it brings a new threat to the doorstep of
companies that have invested heavily in the region to keep pace with the Al boom.”8° Qutside
the Middle East, reports indicate Russia is waging a sabotage campaign on critical infrastructure
across Europe.’®® Given the importance of data centres to the modern economy, these facilities
could be targeted by Russia or other actors engaging in “grey zone” aggression; this is also a risk

in Canada.!®?

In the future, as Al becomes increasingly vital for economies, the physical infrastructure
required for Al will likely become a priority military target in conflicts around the world.
Canadian financial institutions that both depend on these Al services and invest in the
infrastructure that provides them will thus be exposed to geopolitical risks affecting these
assets.

Economic and social risks

Al has the potential to displace labour and restructure industries at a pace that may outstrip the
capacity of workers and society to adapt. This could have significant social and economic
impacts that could present risks for Canadian financial institutions.

A great deal of attention is being paid to the impact that Al may have on the labour market.
However, given how new the technology is and how quickly its capabilities are evolving, much
remains unknown about how Al will impact employment. As a March 2026 paper by the
Peterson Institute for International Economics noted, “research on Al and the labor market is
still in the first inning.”1%?
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Currently, the data show there is no significant link between Al exposure and changes

in employment or unemployment rates across the broader economy.'®* However, within the
broader economy, some sectors and groups are being disproportionately affected by Al. For
example, the data shows that Al is having “a significant and disproportionate impact on entry-
level workers in the American labour market.”1°* As researchers note, “Al’s early impact on
these narrower sets of jobs and workers... might be harbingers of wider labour market
disruption in the future.”*%

Many experts also note that the social and economic impacts from technological
transformation typically occur over decades, suggesting that the most profound impacts from
Al may still be years away.'®® One relevant point here is that the current deployment of Al
across society lags the technology’s capabilities; as a March 2026 labour market study from the
Al firm Anthropic highlighted, “Al is far from reaching its theoretical capability: actual coverage
remains a fraction of what'’s feasible.”*%’ As Al tools are further integrated into businesses over
time, impacts on the labour market may grow.

Given the uncertainty about how Al will impact the labour market, there is a range of different
projections on the social and economic impacts of Al. For example, a high-profile report from
Citrini Research, released in February 2026, argued that Al will trigger massive white-collar
layoffs, destroying the consumer demand that sustains the broader economy. Citrini Research
concluded this will lead to widespread unemployment and defaults in the mortgage and private
credit markets.?®® This report sparked concerns among investors.'* It also generated significant
pushback from other researchers, who argued that the growth of Al is unlikely to trigger mass
job losses.?%° Many experts note that, historically, advances in technology generate more jobs
overall, as they create new industries and increase productivity.?°* The overall impact that Al
will have on the labour market and the broader economy is therefore still up for debate, and

the current data remains inconclusive.2%2

However, despite this uncertainty, Canadian financial institutions should closely track the
impact of Al on the labour market, as the socioeconomic implications of large-scale labour
displacement constitute a material downstream risk. As Tiff Macklem, the Governor of the Bank
of Canada, has said, “as Al becomes more established in the economy and its impacts more
transformative, it could end up destroying more jobs than it creates. And the people who lose
their work to automation may struggle to find new opportunities. This is a concern for us

all.”?% If Al does cause widespread job losses, this could erode household incomes, reduce
consumer spending, and increase default rates on mortgages, auto loans, credit cards, and

other consumer credit products.?%

It is also important to consider that the impact of Al on the labour market will not be uniformly
distributed. As research by Anthropic and others has highlighted, some sectors, such as
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administrative services, customer support, data processing, and portions of professional
services, are more immediately exposed to Al displacement than others.?% This concentrates
risks from Al for workers in certain sectors.

Evidence suggests there is a clear demographic dimension to Al’s impact on the labour force,
with younger workers bearing the brunt of the current labour market disruption. For example, a
recent study by the Stanford Digital Economy Lab found that “since the widespread adoption of
generative Al, early-career workers (ages 22-25) in the most Al-exposed occupations have
experienced a 16 percent relative decline in employment even after controlling for firm-level
shocks.”?% Analysis by the Federal Reserve Bank of Dallas reached a similar conclusion, finding
that the job-finding rate for young labour market entrants has declined meaningfully in Al-
exposed occupations.??’ So, even those who argue that "the broader labour market has not
experienced a discernible disruption” from Al have been forced to admit "a possible impact of
Al on employment of early career workers.”?%8

Over the longer term, a sustained contraction in entry-level hiring could erode the professional
talent pipeline, producing structural gaps in mid-career labour supply in the 2030s. This would
carry significant implications for productivity, wage dynamics, and the broader credit
environment, as the journey from a first job to a senior role typically takes ten to fifteen years,
meaning the workers not hired today are absent from the mid-career layer a decade out. This
would also have implications for talent and succession planning at Canadian financial
institutions.

More broadly, Al-driven labour displacement threatens to amplify economic inequality,
generating distributional effects with significant systemic implications. For decades, an
increasing share of economic gains has been flowing to capital rather than labour.2% Al is
forecast to accelerate this trend, further exacerbating wealth inequality.?!°

If future economic gains from Al accrue disproportionately to capital owners and highly skilled
workers—while displacing mid-skill and low-skill employment—the resulting widening of
inequality could weaken aggregate demand, strain social cohesion, and increase political
volatility. This would have negative consequences for society as a whole. Politically, it could also
provoke policy backlash in the form of new taxes or regulations on capital and automation.?!!
Financial institutions would need to manage these risks for their own operations as well as their
portfolio companies, complicating business planning and investment strategy in a more volatile
environment.
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Misinformation and disinformation risks

Misinformation is false or inaccurate information spread without malicious intent, often by
someone who believes it to be true. Disinformation is false information created and shared
deliberately to mislead, harm, or manipulate.?'? The World Economic Forum (WEF) has
“repeatedly identified [disinformation] as a systemic global risk [that] can be a catalyst or

accelerant for other climate, health, economic and geopolitical risks.”?*3

While Al has major potential in many aspects of society, it will also increase the spread of both
misinformation and disinformation.?** As noted by the WEF, while “disinformation occurs in all
communications settings... technologies such as generative artificial intelligence... can amplify
its reach and harms.”2% This is because the capabilities of generative Al, including the
production of highly realistic synthetic text, audio, images, and video (so-called deepfakes)
dramatically lower the cost and increase the sophistication of disinformation campaigns.?*®

These capabilities are already being deployed to manipulate financial markets, damage
corporate reputations, and destabilize political environments in ways that carry direct
consequences for the financial sector. As the Canadian government’s “National Cyber Threat
Assessment 2025-2026” warned, “Al technologies are enhancing the quality and scale of
foreign online influence campaigns... These campaigns are designed to weaken opponents by
polluting the online information space, undermining trust in institutions, and sowing doubt and

division in the target society.”2’

A recent example of Al’s role in disinformation was a widespread campaign believed to be run
by the Islamic Revolutionary Guard Corps in Iran that used generative Al “bots” to spread
disinformation in the U.K. about Scottish separatism.?® Showing the scale of the issue, one
recent study found that over a quarter of accounts spreading pro-independence messaging on
Twitter were Iranian bots.?!? Similar Al bots are being used by hostile actors to spread political
disinformation and undermine democracy in Canada.??°

As the capabilities of Al continue to improve, risks from false information will grow. As the
Eurasia Group wrote in a report on global risks, “technological advances in artificial intelligence
(Al) will erode social trust, empower demagogues and authoritarians, and disrupt businesses
and markets.... Disinformation will flourish, and trust—the already-tenuous basis of social
cohesion, commerce, and democracy—will erode further.”??! For Canadian financial
institutions, the increase in Al-generated misinformation and disinformation presents several
notable risks.

First, the rise in false information has direct implications for financial markets. Al-generated
content can be used to fabricate corporate announcements, simulate executive
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communications, manufacture evidence of financial misconduct, or spread false rumours at
speed and scale. In 2023, for example, a “deepfake” of an explosion at the Pentagon caused a
brief dip in the stock market.???

In a market environment dominated by algorithmic trading and automated sentiment analysis,
Al-generated disinformation can move markets before human participants have time to verify
its accuracy. The potential for “deepfaked” executive statements is a particular concern here.
Bad actors could use Al to fabricate videos of a CEO announcing a major loss, for example, or a
synthetic audio recording of a central banker discussing policy changes, to manipulate markets.
Showing the impact this might have, one recent study documented instances where Al-
generated content that interacted with automated trading systems “moved individual equities
3-7% before human verification could occur.”?23 This represents a novel category of market
manipulation risk that existing regulatory and compliance frameworks are poorly equipped to
address.

Beyond market manipulation, Al-driven disinformation presents cybersecurity risks for
Canadian financial institutions. Generative Al is facilitating the rise of cybercrime, as it enables
bad actors to impersonate others when attempting to gain access to sensitive information.??*
This will cause significant financial damage; according to an estimate from Deloitte, “as bad
actors find and deploy increasingly sophisticated, yet affordable, generative Al to defraud banks
and their customers... Al could enable fraud losses to reach US$40 billion in the United States

by 2027, from US$12.3 billion in 2023, a compound annual growth rate of 32%.”2%°

Additionally, high-profile executives at financial institutions are at risk of being “deepfaked”
with the intent of causing reputational harm to them and their firms.22¢ This is a growing risk
globally, including in Canada.??” However, despite this risk, less than a third of corporate
executives believe their organizations are prepared to handle a deepfake incident.?%®

At a broader level, the rise of Al-generated misinformation and disinformation is contributing to
the erosion of the overall information environment on which financial decision-making
depends. As the FIFAI Il report noted, “deepfakes and automated bots can disseminate false or
misleading claims about a bank’s solvency, regulatory actions, or system stability, actions that
can quickly undermine trust.”2?° Against this background, Canadian financial institutions will
face an environment of heightened uncertainty and will need to invest in new capabilities and
processes to manage these risks.

AGI, ASI, and Al safety concerns

Any comprehensive assessment of Al-related risk must acknowledge the more extreme tail risks
associated with the development of artificial intelligence, including the development of
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“artificial general intelligence” (AGI) and “artificial superintelligence” (ASI). While exact
definitions vary, AGl commonly refers to an Al that has intelligence and self-awareness equal to
humans, and ASI to an Al whose capabilities exceed that of humans.?3° Neither AGI nor ASI
currently exist.

Superintelligent Al could pose significant risks. As IBM notes, “despite the incredible
advancements ASI promises, scientists also warn of the danger inherent in such an invention. A
core worry is that ASI could surpass human control and become self-aware, potentially leading
to unforeseen consequences and even existential risks. Its superior cognitive abilities could
allow it to manipulate systems or even gain control of advanced weapons.”?3! For this reason,
many prominent Al scientists have been vocal about the dangers of superintelligent Al,
including the risk of a “potential human extinction.” 232

The timeline for AGI and ASI remains deeply uncertain, and both remain hypothetical at this
stage. Some researchers believe AGI could be achieved in the next few years.?33 Other experts
are deeply skeptical of these claims.?3* And forecast timelines for potential AGl and ASI have
been subject to change.?®> However, even if unlikely, the potential risks of AGI and ASI are so
severe that the Center for Al Safety has equated them to those of pandemics or nuclear war.23¢
Thus, though AGI and ASI are low-probability scenarios, they warrant consideration in a risk
management context.

Beyond AGI and ASI, nearer-term safety risks from Al are also worth considering. For example,
without adequate safeguards, Al could be used to develop novel biological or chemical
threats.?3” Researchers have already demonstrated that current Al models like ChatGPT can be
jailbroken or prompted creatively to provide bomb-making instructions, such as detailed
guidance on fertilizer-based explosives.?38 Additionally, risks can arise from Al systems that
operate autonomously, especially those without sufficient human oversight, potentially
amplifying errors or enabling unintended harmful actions.

One current focus area for Al safety research is what researchers call “emergent misalignment,”
which is when an Al system can unexpectedly act in a way that is not aligned with human
values, intentions, or control—even if that Al system was designed to be safe.?3° For example,
in a recent study, researchers found that training an Al model on a narrow, specific task triggers
unintended and harmful behaviours across unrelated domains, including the Al model
advocating for human enslavement by artificial intelligence, providing malicious and violent
advice, and behaving in a deceptive way.?*° This shows how the complexity of advanced Al
models may lead to unsafe and hard-to-predict behaviours.

For Canadian financial institutions, AGI, ASI, and broader Al safety concerns are relevant in two
respects. First, a major Al safety incident, such as an Al-enabled act of terrorism or a widely
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publicized loss of control over an Al system, could trigger a severe and rapid reassessment of Al
risk across financial markets. This would have consequences for Al-linked valuations, regulatory
environments, and public sentiment. Second, the prospect of AGI development introduces
profound uncertainty about the long-term trajectory of Al’'s economic and social impacts. These
considerations reinforce the importance of robust Al risk monitoring and scenario planning.

Risk interaction and amplification

The downstream risks described in this section do not operate in isolation. They interact,
compound, and amplify one another in ways that create systemic vulnerabilities greater than
the sum of their individual parts. This dynamic of risk interaction and amplification is a critical
dimension of Al-related risk that Canadian financial institutions must fully understand and for
which they must prepare.

To illustrate these risk interactions and their potential real-world consequences, consider the
following plausible scenario in which several downstream risks converge:

1. Aclimate event causes severe drought in a major data centre region. This
simultaneously disrupts the water supplies needed for cooling in data centres and
strains the electrical grid as demand for air conditioning peaks.

2. Data centre operators face operational curtailments, which in turn lead to growing
concerns about the reliability of cloud infrastructure.

3. Asthe drought persists, Al-dependent financial operations experience service
degradations.

4. Meanwhile, the drought draws public attention to the resource intensity of Al
infrastructure, amplifying political opposition and accelerating regulatory action,
including emergency water use restrictions and enhanced environmental review
requirements for new data centre projects.

5. Market participants, observing these developments, reassess data centre growth
projections, triggering a correction in the sector.

6. This correction propagates through correlated holdings and indexes, affecting the
portfolios of institutions with significant Al exposure.

This scenario illustrates how Al-related operational, investment, and downstream risks can
compound and interact. In this case, the consequences of a water stress event can cascade
through political, regulatory, market, and operational channels in ways that no single risk

34



category can capture. This is just one example, and there are many other equally consequential
risk interdependencies. For example:

e A geopolitical shock to semiconductor supply chains (such as a Chinese invasion of Taiwan)
could simultaneously constrain Al operations, depress technology sector valuations,
provoke retaliatory trade measures, and accelerate the regulatory fragmentation of the
global Al ecosystem.

e Large-scale Al-driven labour displacement could erode consumer credit quality while
fuelling populist political movements that demand regulatory responses constraining Al
deployment.

e Al-generated disinformation could undermine market confidence while simultaneously
destabilizing the political environments in which financial institutions seek regulatory clarity
and policy stability.

In each of these cases, the interaction among risks produces outcomes that are more severe,
more rapid, and more difficult to manage than any single risk in isolation. Therefore, a critical
task for risk management is not merely to assess each risk in isolation but to map the
interactions among them and to identify the combinations that could produce correlated,
systemic stresses across the financial sector.
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Conclusion

Artificial intelligence is positioned to be one of the most transformative technologies in modern
history. However, Al is also contributing to one of the most complex risk environments that
Canadian financial institutions have ever faced. These Al-related risks are not confined to a
single domain; they span operations, investments, and the broader social, political, and
geopolitical systems within which the financial sector is embedded.

The operational risks of Al dependency are real and growing, driven by the increasing
integration of Al tools into core financial services functions. These are also the most tractable
risks, and financial institutions have well-developed frameworks for managing operational
technology risk, supported by OSFI guidance such as Guideline E-23 on Model Risk
Management and Guideline E-21 on Operational Risk and Resilience. The challenge here lies
primarily in extending and adapting existing institutional risk management frameworks to keep
pace with the rapid development of Al capabilities.

Canadian financial institutions also face investment risks from Al, including market
concentration in a small number of Al-linked equities, the extraordinary scale of capital
expenditure flowing into Al infrastructure, and the physical resource constraints that may limit
the sector’s growth trajectory. This demands heightened attention to portfolio concentration,
valuation discipline, and continued monitoring of the sustainability of current Al investment
levels. Despite the evident transformative potential of Al, investors should keep historical
parallels with prior technology investment cycles in mind.

The downstream risks from Al, including geopolitical disruption, regulatory upheaval, labour
displacement, disinformation, and the compounding interactions among these forces,
constitute one of the most consequential dimensions of Al risk. This is also the aspect of Al-
related risk for which many financial institutions are least prepared. These risks are systemic in
nature, difficult to quantify with conventional tools, and liable to materialize in ways that defy
existing risk categories. These are also risks where early identification and preparation may
yield the greatest strategic advantage.

The accelerating pace of Al development ensures that the risk landscape will continue to shift.
Financial institutions that invest now in the analytical capabilities, governance structures, and
monitoring systems required for integrated, comprehensive Al risk assessment will be
significantly better positioned to navigate this landscape than those that wait for risks to
materialize.
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https://www.nytimes.com/2026/03/26/business/economy/ai-data-centers-construction-local-

opposition.html

147 $64 billion of data center projects have been blocked or delayed amid local opposition (2025)
https://www.datacenterwatch.org/report

44


https://andthewest.stanford.edu/2025/thirsty-for-power-and-water-ai-crunching-data-centers-sprout-across-the-west/
https://andthewest.stanford.edu/2025/thirsty-for-power-and-water-ai-crunching-data-centers-sprout-across-the-west/
https://www.sciencedirect.com/science/article/pii/S221313882500342X
https://www.brookings.edu/articles/ai-data-centers-and-water/
https://www.brookings.edu/articles/ai-data-centers-and-water/
https://www.nature.com/articles/s41893-025-01681-y
https://arxiv.org/pdf/2304.03271
https://dgtlinfra.com/data-center-water-usage/
https://www.weforum.org/stories/2025/11/data-centres-and-water-circularity/
https://www.ceres.org/resources/reports/drained-by-data-the-cumulative-impact-of-data-centers-on-regional-water-stress
https://www.ceres.org/resources/reports/drained-by-data-the-cumulative-impact-of-data-centers-on-regional-water-stress
https://www.sciencedirect.com/science/article/abs/pii/S0921344925001892
https://www.brookings.edu/articles/ai-data-centers-and-water/
https://www.brookings.edu/articles/ai-data-centers-and-water/
https://www.cbc.ca/news/canada/calgary/alberta-government-engagement-tricia-stadnyk-water-irrigation-1.7446324
https://www.cbc.ca/news/canada/calgary/alberta-government-engagement-tricia-stadnyk-water-irrigation-1.7446324
https://www.cbc.ca/news/ai-data-centre-canada-water-use-9.6939684
https://www.msci.com/research-and-insights/blog-post/when-ai-meets-water-scarcity-data-centers-in-a-thirsty-world
https://www.msci.com/research-and-insights/blog-post/when-ai-meets-water-scarcity-data-centers-in-a-thirsty-world
https://theweek.com/tech/data-center-locations-climate-water-energy-ai
https://theweek.com/tech/data-center-locations-climate-water-energy-ai
https://www.alliancebernstein.com/corporate/en/insights/investment-insights/ais-hidden-cost-why-water-risk-belongs-on-every-investors-radar.html
https://www.alliancebernstein.com/corporate/en/insights/investment-insights/ais-hidden-cost-why-water-risk-belongs-on-every-investors-radar.html
https://www.ceres.org/resources/reports/drained-by-data-the-cumulative-impact-of-data-centers-on-regional-water-stress
https://www.ceres.org/resources/reports/drained-by-data-the-cumulative-impact-of-data-centers-on-regional-water-stress
https://www.politico.com/news/2026/02/06/tech-industry-ai-data-centers-politics-00762348
https://www.nytimes.com/2026/03/26/business/economy/ai-data-centers-construction-local-opposition.html
https://www.nytimes.com/2026/03/26/business/economy/ai-data-centers-construction-local-opposition.html
https://www.datacenterwatch.org/report

148 | ocal Opposition Is Slowing A.l. Data Centers. Wall Street Has Noticed (Mar 26, 2026)
https://www.nytimes.com/2026/03/26/business/economy/ai-data-centers-construction-local-

opposition.html

149 US Data Center Construction Fell Amid Permit and Power Delays (Feb 25, 2026)
https://www.bloomberg.com/news/articles/2026-02-25/us-data-center-construction-fell-amid-permit-and-
power-delays
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62 The three challenges of Al regulation (Jun 15, 2023) https://www.brookings.edu/articles/the-three-
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